CENTOS_SSH                                                                                                                                                                       BY: RK

Centos
-You should yum install nano onto your centos machine, otherwise use vi
Create a new user: /usr/sbin/adduser username
Create a new Password: passwd username
Adding User’s Privileges 
Setup new user with root privileges: /usr/sbin/visudo
Find This – add your new user in the following format
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Setting up password-less SSH
First step, generate new keys: ssh-keygen -t rsa -b 4096
Go to the directory: cd ~/.ssh
To copy your pub key to the other machine use: ssh-copy-id -i id_rsa.pub root@address
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You should now be able to connect remotely. 
On the host machine, you can disable root login.


Turning off Root SSH & Allowing User’s to SSH In
Type: nano /etc/ssh/sshd_config
Hit control+^w and type in #PermitRootLogin
Uncomment and change to no
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DNS is on by default and you may also want to turn that off.
Lastly, go to the bottom and add the user you created if you want another way to remote in.
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Generating new keys
You should always generate new keys when working from a cloned machine.
(If you want to keep a copy of your old keys move to a new directory before generating new keys.)
To generate new rsa keys: ssh-keygen -t rsa -f /etc/ssh/ssh_host_rsa_key
Recommended use: ssh-keygen -t rsa -b 4096
Changing SSH Default Port
If you change the default SSH port there is more configuration required **coming soon**








Reference Links:
1. http://www.servermom.org/basic-centos-setup-before-building-a-working-server/414/
2
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Authentication:

LoginGraceTine 2m
‘ermitRootLogin no
StrictModes yes
MaxAuthTries 6
MaxSessions 18
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Example of overriding settings on a per-user basis
Match User anoncus

X11Foruarding no

AllowTcpForuarding no

PermitTTY no

ForceConmand cus server

Ilowlsers ryan
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## The COMWNDS section may have other options added to it.
it

## Allow root to run any commands anyuhere

root ALL) ALL

ryan ALL) ALL

## Allows members of the ’sys’ group to run networking, software,
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[root@Kerberos .sshl# ssh-copy-id -i id_rsa.pub root@172.1.1.51

usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: “id_rsa.pub”

usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are alr
ady installed

usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed - if you are prompted now it is to inst
11 the new keys

00t@172.1.1.51"s passuord:

unber of key(s) added: 1

fou try logging into the machine, with: “ssh 'root@172.1.1.51""
wd check to make sure that only the key(s) you wanted uere added.

[root@Rerberos .sshit




